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Importance

> Over time, your VMware® vSphere ™ environment might
undergo change in its hardware or software configuration, or
in the form of software updates or patches. From a
manageability and scalability perspective, it is important to
implement changes to your vSphere environment in an
orderly, controlled, and systematic fashion.




Lesson Objectives

> Describe host profiles

> Describe VMware vCenter™ Update Manager
> List the steps to install Update Manager

> Use Update Manager

m Create and attach a baseline
m Scan virtual machines for updates

»m Remediate baselines




Configuration changes that occur in your vSphere
environment include:

> Changes to a host’s configuration

> Changes to a host’s or virtual machine’s software in the form
of software updates and patches

vSphere functions that allow smooth, effective change:

= Host Profiles — Eliminates per-host configurations and
efficiently maintains configuration consistency and
correctness across the entire datacenter

> Update Manager — Uses a set of operations to ensure
effective, automated patch and upgrade management
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Host Configuration Overview

VMware ESX™/ESXi host configurations have a wide scope,
which include:

> CPU

Memory (- The Host Profiles feature allows you to\
export configuration settings from a
reference host and save them as a
Networking portable set of policies, called the host

Storage

Licensing _proiile. 4
DNS and routing

> ESX service console firewall

Existing processes for modifying a single host’s
configuration are either manual or automated through
scripts.
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Update Manager

Update Manager patches and updates ESX/ESXi hosts
and the virtual machines, templates, and virtual
appliances hosted on them.

Update Manager reduces security risks.

> Keeping systems up to date reduces the number of
vulnerabilities.

> Many security breaches exploit older vulnerabilities.
2 Reducing the diversity of systems in an environment:

m Makes management easier

m Reduces security risks




Update Manager Capabilities

Automated patch downloading:
> Begins with information-only downloading
Can be scheduled at regular intervals
For ESX/ESXi patching: http://www.vmware.com

For Windows/Linux virtual machines and applications:
https://shavlik.com

Creation of baselines and baseline groups
Scanning

> Inventory systems are scanned for baseline compliance.
Remediation

2 Inventory systems that are not current can be automatically patched.




Update Manager Components

vCenter

Database
Server system

server
Update Manager
agents are
installed into
virtual machines.

vSphere
Client

w/Update

Manager

plug-in

Update Manager
server

) Optional

download
server

VMware.com

https://shavlik.com/




Installing Update Manager

La u n c h th e VMWa re ,,r_ ¥rware vCenter Installer

vCenter Installer, 5 vmware: \

then click vCenter
Update Manager.
Update Manager vCenter Server 4.0

server software can Choose an item to install:
run on the vCenter WCenter Server

wiCenter Guided Consolidation

Server system or on b e Che it

wiCenter Update Managet

another Windows wCenter Converter

Explore media

system. o




Information Needed for Update Manager Installation

vCenter Server information:
> |P address
> User name and password
Database options:
> Install a Microsoft SQL Server 2005 Express instance.

> Or use an existing supported database and provide data source
name.

Update Manager port settings:

> |P address or host name of Update Manager
> SOAP port, Web port, and SSL port
> ldentify whether you want to configure proxy settings.

Destination folder and location for downloading patches




Installing the Update Manager Client Plug-In

To install the Update Manager client:

> Install the Update Manager Extension plug-in into the vSphere
Client.

-.' Plug-in Manager

[P ane Tendor [Verson | staus Toeame

| Installed Plug-ins

@ vZenter Converker YMware, Inc, 4.1.0 Enabled viCenter Converker

@ v(enter Guided Consolidation 4,0 Enabled Discover, analvze and converk
physical syskems in a datacenter
to managed virtual machines

% yCenter Storage Monikaring Wiware Inc, : Enabled Storage Monikaring and
Feporting

@ w_enter Hardware Skakus Wiware, Inc. : Erahled Cisplays the hardware skatus of
hiosks (CIM monibaring)

@ wZenter Service Stakus YWhlware, Inc, 5 Enabled Display.;s the health status of
wi_enkter services

Available Plug-ins
& YMware vCenter Update Mana, .. WMware, Inc. 0.0, Download and 1., ¥Mware vCenter Update Manager
exbension




Configuring Update Manager Settings

Update Manager Administration for ¥C-QUATL04 . ymeduc.com

5 and Groups I a e g e i Feents . Pakch e

C o nfi g u re Vi rtu a I Yirtual Machine Settings

Metbwork Conreckivity

n
m a c h I n e a n d Patch Download Settings Specify the remediation rallback options. IF enabled, rollback will snapshat

the wirtual machine before remediation,

E SXI E SX [ h t Patch Download Schedule
I OS Wirtual Machine Settings ¥ snapshat the virkual machines before remediation to enable rolback.
H ESH Host Sektings -
settings. g Ooxeestor [ B hows

vipp Settings

{* Dan't delete snapshots

L} n
Virtual machines can
. Snapshots reduce the performance of the virtual maching, Delete the
be p rote cted by 4 snapshots as soon as the remediation is validated,
™ Update Manager Administration for YC-QUAILD4 . ¥meduc.com
snapshots

iGetting T Nt e 8 Configuration W

Host updates require o

Metwork Connectivity

H Patch Download Settings The ES¥ and ES#i hosts must be put in maintenance made, and all virtual
m a I n e n a n ce m o e machines and appliances shut down and/or migrated before remediation
- Patch Download Schedule can proceed. IF the host cannat enter maintenance mode, the task will
respond as specified below,

wirtual Machine Settings
ES¥ Haost Settings Failure response:

wipp Settings

Reetry delay: |3U ﬁ |minutes_

Murnber of retries; |3 E -




Creating a Baseline

A baseline consists of one or more patches. A baseline
group consists of multiple baselines.

To create a baseline, click Create.

Update Manager Administration for ¥C-QUAILO4. ymeduc.com

| 4Eetting Startet I e n ke el e - onfigquration | Events . Patch Repository

View Baseline for: [Hosts  WMs/vas | Compliance Yiew

Patch Baselines | Upgrade Eéselines'[

| Bazeline rﬁame Contert | Type

.IW

iF‘ Mon-Critical Host Patches Dynamic Host Patches SMTI2008 6:38:49 AM




New Baseline: Name, Type, Patch Options

|+ Mew Baseline Wizard

Baseline Name and Type

S peCify n a m e Enter a unique name and description for this baseline and choose the baseline type.
a n d d escrl ptl O n " Baseline Name and Type ~ —E ame-and Description -

Patch Options

Criterla hams: |windows 2003 Baseline

Choose a Ready to Complate
baseline type.

Choose a patch
option: Fixed or
Dynamic.

Patch Options
Seleck the options for patches that you would like to use in this baseline.

Baseline Mame and Type
Patch Options.

Patches

Ready to Complete




Finding Specific Fixed Patches

I [+% New Baseline Wizard

Patches
Select patches ko be included in the baseline,

Baseline Hame and Tvpe  There are 38 patches in the database that match your criteria. Please select
Patch Options
Patches e e e e
Ready to Complete A -.-...-... atch For details.  (List is filtere %&%ﬂﬁﬂmﬁ i : I}
| e fProduct  [ReleaseDate [ Type vert
®  Cumulstive Security U, INTERMWET E... 120302008 12:00:.. Critical
Curmulative Security U INTERMET E 101472005 120 Critical

. = [ Cumulative Securtty U, INTERMET E..  8/12/2008 12:00:..
F Ixe d base I I n es 'Cymulative'Se-:utity ). INTERMETE... EM II!.l‘;;EII;IBI*I 200:.. Moderate

Cumulative Security L. INTERMETE...  BM0/2008 12:00: Critical
Cumulative Security U INTERRET E 45372008 12:00:0 Critical

> SeleCt u pd ates Curmulstive Security U. WNTERNETE. 21200081200
from the patch —
database to XA
include in the e T T T o o o

. Cumulative Security U, INTERNETE...  1209/2008 12:00: . Critical Microsoft
baseline.

St i

R R i




Baseline Management

Update Manager Administration for ¥YC-QUAIL 04 ymeduc.com

Getbing Starbad: e R e e el onfiguration: [ Events . [ Patch Repositary
View Bazeline for: .Hflﬁfﬂ s As Campliance Wiew
' Patch Baselines 'I'Llpgr_aléllé .Eéséiines"[ gfaatﬁnwﬁ:ﬂﬁ'&, 'ﬁﬁ@lgﬂ I-:EE!-\.
| Baseline Name . [Type | Component | Last Moditied |
3 Critical WM Patches Cryniamic WM Patches  5M/2009 70
@ Mon-Critical %M Patches Dy natmic

o = o L G e
e % Fixed:
M= c LAl

Edit or remove existing baselines.




= g VC-QUAILD4. vmeduc. com ¥UMLabt4

i Training
[ [[:f] Lah M= Update Manager
[# [[:‘j Server YMs
Mame contains; | Clear Scan... Akttach... Help  Admin Yiew

H [ YUMLabo4

1 wSauce04-3 — — e : . .
Attached Bazeline Groups - Attached Baselines < | Type | YL Compliance | AN ME
@ w3auceTemplate -
(F AN Grodos aned ndependent B B |3 Al L1 Al &pplicable Whistids 2
7 GugilESPatches [Patch B | &% Mon-Compliant 0
&y Incompatible i}
5 Unknowen 2

{2 Attach Baseline or Group

1. Select inventory object.

. . Select the Bazeline or Baseline Group that pou would lke toatkach to YU ab04.
It is a best practice to

attach a base”ne to a Individual Bazelines by Type Ereate Bazeline...
folder instead of to an L | Tiwe |
] .. ] = Patch Baselines
individual object. I [ Crifical VM Patches VM Patches
. [ I_';J; Mor-Critical ¥ Patches Wi Patches
2 Click the Update Manager ¥ | QuallEEFaiches | WM Patches
=l Upgrade Baselines
tab . [ LE Whdware Toaolz Uparade to Match Host Wi Taoaols
[ J:;-E Wi Hardware Upagrade to Match Host Wi Hardware
3. Click Attach, then select [ &5 V& Upgrade toLatest VA Upgrade
[l Eé Wi I parade to Latest Critical Wé Upgrade

baselines.
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Scanning Virtual Machines for Updates

= @ YC-QUAILO4, vmeduc. com YUMLabO4
= % Training s
@ Lab ¥Ms Refting Sharked .. Wirkus

= [ ser

Right-click inventory

I 4 = : . N
Object_ Select SCan for : Mew Yirtual Maching. . CEF4M

Mew wapp... Chrl8

U pd ateS " add Permission, .. Chrl+P

Alarm

Remove

Fename:

Import Machine. ..

Scheduled Task Type
Do wou want ko schedule a kask bo scan virtual machines or ESY hosts?

e Schedule a Scan ﬂ Scan For Updates

. Remediate...

" Task Type Or create a scheduled task.

Select Ohjects
Update bypas

ot _mme  Make sure that you are in the

MatiFication

Rty to opiets ______ correctinventory view.




Viewing Compliancy

= @ WC-QUAILOE, vmeduc, com
= % Training
[ Labwms
@ Server WMs
=
1 v3auceld-3
L vwSauceTemplate

¥UMLabO4

fZELEiRg Started:.| WirtuaFMachines .| Tasks & Events . " Alarms - Permissions r'-'1a|:|:;~

Marne conkains: | Clear

attached Baselne Groups - | | Aftached Baselnes o | Ty

Scan...

Update Manager

Attach... Help  Admin Yiew

aComplance | #Ms

&4 AN Grouns and Independant Bas. B

...:.

(1 Al Applicable WMaias 2

3 Critical WM Patches
€3 Mon-Critical %M Pa...
4 QusilEERstches

Patch
Patch
Patch

&

B3 Mon-Compliant
& Incompatible
# Unknowen

2
1]
1]

All Groups and Independent Baselines -> All -> (51 All Applicable VMs/VAs

“irtual Machines and Virtusl Appliances | Type | Patches

-

| Upgrades | Last Scan Time

CH vSauceTemplate

1 WM &9 190

an 2003 T 33

] vEauceld-3

1 vM &3 190

5012009 7:33...




Remediating Baselines

Remediation Selection
Select the kargets of vour remediation.

Remediation Selection ﬁm&mﬁéﬁm@mﬁmﬂMﬁ

Patches .

Schedule aseline Groups and Types  Baselines

Rollback Options B " I T
Ready ko Complete Individual Baselines by Type | ™ Critical WM Patches WM Patches

% Patch Bazelines | [T Mon-Critical WM Patches Wi Patches

¥ QuallEEPatches M Patches

Right-click
inventory object,
then choose
Remediate.

Or create a
scheduled task.




Scheduling the Remediation

=2 Remediate

Schedule
Specify when to apply the updates.

It is possible to —
Remedistion Seleckion  Applying updates might require the virtual machines to be powe
force powered-off Paches ote: aeh remediation and Ve Toos uparades take lac
vﬂﬁﬁe \a‘%}:*— R R e -I:--;t:‘--'-‘?.-“-‘:‘.'." S e R L T

Schedule

and suspended Rolback Optians

. . Feady to Complete -
virtual machines Toskiame:  fumLabos
to power on for fekte |

oy | ~For pawered On vitusl machines, apply updates:
remediation. e
€ metme: [[571fa0s 7900 =
'E.;ﬁﬁw;gmﬂéﬁéééfﬂﬁfﬂma{'ﬁﬁﬁhﬁ;_;gﬁ?ﬁr;ﬂgﬂaté's?-ﬂ-—
& Inmediately

© attme: [ 112008 7am =

'E.Hﬁm'wgﬂem' e ded wirtual machines, Eapg%eupedw:ﬂs st ———————
& Immedistely
o attme: [ 5] 1je0os 7o am




E'@.’:Remediate (= |E

Rollback Options
Specify whether you would like to enable rollback before updating the virtual machines.

Remediation Selection

Patches

Schedule

Rollback Options v Snapshiot the virtual machines before remediation to enable rollback.

Ready ko Complete

Specify the remediation rollback options. IF enabled, rollback will snapshok the wirtial machine before remediation,

& Keepfor ; IIB ~= hours

U se ROI I b ac k T Don't delete snapshoks

Snapshots reduce the performance of the virkual machinge, Delete the snapshots a5 soon-as the remediation is

Options to control 4 e

SnapShOt behaVior_ —snapshat Details

Mane: YUMLab04 Snapshat 1

It is possible to

Description: | Before Patching

snapshot the
virtual machine’s

memory before the
U pd ate . I snapshat the memary For the virtual machine.
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Scanning Hosts

= @ 'u'i:-.ﬁ.ILIII%.vmeduc.cDm
E Tr rll-; If :

- Mew Folder Ckrl+F

| i ety - Scan ESX/ESXi hosts just as you
" Add Host... Chrl+H would virtual machines.

 Mew Yirtual Machine, .. Chrl4-1

e shisbotle bbb S > Always use the Hosts and Clusters

view to use Update Manager with
ESX/ESXi hosts.

Attach baselines to folder or host
before scan.

Add Datastore; .,

Rescan for Dataskores, .,

add Permissian. ..

alarm

Remaye Scan can be performed while virtual
Rename machines are running.

k! sScan for Updates >

o Remediate...

Stage Patches...




DRS-Enabled Remediation

Eliminate downtime for
virtual machines when
patching ESX/ESXi hosts.

> Update Manager puts host in
maintenance mode.

2 VMware Distributed
Resource Scheduler (DRS)

moves virtual machines to
available host.

Update Manager patches
host, returns host to
production mode.

DRS moves virtual machines
back per rule.




Lab 22

In this lab, you will install, configure, and use Update
Manager.

. Create a folder and add a virtual machine and template to it.

. List all patches installed on both your virtual machine and
template.

. Create a patch baseline.
4. Scan for updates.
. Remediate the virtual machine and template.




The Host Profiles feature allows you to export configuration
settings from a golden reference host and save them as a

host profile, used to quickly configure other hosts in the
datacenter.

Update Manager patches and updates ESX/ESXi hosts,
virtual machines, templates, and virtual appliances.

Update Manager reduces security vulnerabilities by keeping

systems up to date and by reducing the diversity of systems
In an environment.

VMware vSphere 4: Install, Configure, Manage — Revision B
Copyright © 2009 VMware, Inc. All rights reserved. Module Number 12-28



