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Storage Configuration Management

Virtual Machines

Networking High Availability and Data Protection

Installing VMware ESX and ESXi



Importance

Over time, your VMware® vSphere™ environment might 

undergo change in its hardware or software configuration, or 

in the form of software updates or patches. From a 

manageability and scalability perspective, it is important to 

implement changes to your vSphere environment in an 

orderly, controlled, and systematic fashion.
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orderly, controlled, and systematic fashion.



Lesson Objectives

Describe host profiles

Describe VMware vCenter™ Update Manager

List the steps to install Update Manager

Use Update Manager

Create and attach a baseline
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Scan virtual machines for updates

Remediate baselines



Managing Configuration Changes

Configuration changes that occur in your vSphere 

environment include:

Changes to a host’s configuration

Changes to a host’s or virtual machine’s software in the form 

of software updates and patches

vSphere functions that allow smooth, effective change:
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vSphere functions that allow smooth, effective change:

Host Profiles – Eliminates per-host configurations and 

efficiently maintains configuration consistency and 

correctness across the entire datacenter

Update Manager – Uses a set of operations to ensure 

effective, automated patch and upgrade management



Host Configuration Overview

VMware ESX™/ESXi host configurations have a wide scope, 

which include:

CPU

Memory

Storage

Networking

The Host Profiles feature allows you to 

export configuration settings from a 

reference host and save them as a 

portable set of policies, called the host 

Module Number 12-6
VMware vSphere 4: Install, Configure, Manage – Revision B

Copyright © 2009 VMware, Inc. All rights reserved.

Networking

Licensing

DNS and routing

ESX service console firewall

Existing processes for modifying a single host’s 

configuration are either manual or automated through 

scripts.

portable set of policies, called the host 

profile.



Host Profiles

Host profile

Networking

Storage

VMotion

Services

Firewall

Date and Time

2

3

4
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Users and User 
Groups

Security

Memory 
Reservation

Cluster

5

Referencehost1



Update Manager

Update Manager patches and updates ESX/ESXi hosts 

and the virtual machines, templates, and virtual 

appliances hosted on them.

Update Manager reduces security risks.

Keeping systems up to date reduces the number of 

vulnerabilities.
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vulnerabilities.

Many security breaches exploit older vulnerabilities.

Reducing the diversity of systems in an environment:

Makes management easier

Reduces security risks



Update Manager Capabilities

Automated patch downloading:

Begins with information-only downloading

Can be scheduled at regular intervals

For ESX/ESXi patching: http://www.vmware.com

For Windows/Linux virtual machines and applications:

https://shavlik.com
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https://shavlik.com

Creation of baselines and baseline groups

Scanning

Inventory systems are scanned for baseline compliance.

Remediation

Inventory systems that are not current can be automatically patched.



vCenter

Server system
Database

server

VC

DB

Update Manager 
agents are 
installed into 
virtual machines.

Hosts
A

A
A

A
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A
A
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Update Manager Components

Module Number 12-10
VMware vSphere 4: Install, Configure, Manage – Revision B

Copyright © 2009 VMware, Inc. All rights reserved.

https://shavlik.com/

Update Manager 

server

Patch

DB

Internet VMware.com

Optional 
download 
server

vSphere 
Client 

w/Update 
Manager 
plug-in

Patch

DB



Installing Update Manager

Launch the VMware 

vCenter Installer, 

then click vCenter 

Update Manager.

Update Manager 

server software can 
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server software can 

run on the vCenter 

Server system or on 

another Windows 

system.



Information Needed for Update Manager Installation

vCenter Server information:

IP address

User name and password

Database options:

Install a Microsoft SQL Server 2005 Express instance.

Or use an existing supported database and provide data source 
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Or use an existing supported database and provide data source 
name.

Update Manager port settings:

IP address or host name of Update Manager

SOAP port, Web port, and SSL port

Identify whether you want to configure proxy settings.

Destination folder and location for downloading patches



Installing the Update Manager Client Plug-In

To install the Update Manager client:

Install the Update Manager Extension plug-in into the vSphere 
Client.
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Configuring Update Manager Settings

Configure virtual 

machine and 

ESX/ESXi host 

settings.

Virtual machines can 

be protected by 
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be protected by 

snapshots.

Host updates require 

maintenance mode.



Creating a Baseline

A baseline consists of one or more patches. A baseline 

group consists of multiple baselines.

To create a baseline, click Create.
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New Baseline: Name, Type, Patch Options

1. Specify name 

and description.

2. Choose a 

baseline type.

3. Choose a patch 

option: Fixed or 

Module Number 12-16
VMware vSphere 4: Install, Configure, Manage – Revision B

Copyright © 2009 VMware, Inc. All rights reserved.

Dynamic.



Finding Specific Fixed Patches

Fixed baselines
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Fixed baselines

Select updates 

from the patch 

database to 

include in the 

baseline.



Baseline Management
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Edit or remove existing baselines.



Attaching Baselines

1. Select inventory object.
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It is a best practice to 

attach a baseline to a 

folder instead of to an 

individual object.

2. Click the Update Manager 

tab.

3. Click Attach, then select 

baselines.



Scanning Virtual Machines for Updates

Right-click inventory 

object. Select Scan for 

Updates.
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Or create a scheduled task.

Make sure that you are in the 

correct inventory view.



Viewing Compliancy
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Remediating Baselines

Right-click 
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Right-click 

inventory object, 

then choose 

Remediate.

Or create a 

scheduled task.



Scheduling the Remediation

It is possible to 

force powered-off 

and suspended 

virtual machines 

to power on for 
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to power on for 

remediation.



Setting Remediation Rollback Options

Use Rollback 
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Rollback 

Options to control 

snapshot behavior.

It is possible to 

snapshot the 

virtual machine’s 

memory before the 

update.



Scanning Hosts

Scan ESX/ESXi hosts just as you 

would virtual machines.

Always use the Hosts and Clusters 

view to use Update Manager with 

ESX/ESXi hosts.
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Attach baselines to folder or host 

before scan.

Scan can be performed while virtual 

machines are running.



Eliminate downtime for 
virtual machines when 
patching ESX/ESXi hosts.

Update Manager puts host in 
maintenance mode.

VMware Distributed 
Resource Scheduler (DRS) 
moves virtual machines to 

DRS-Enabled Remediation
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!

moves virtual machines to 
available host.

Update Manager patches 
host, returns host to 
production mode.

DRS moves virtual machines 
back per rule.



Lab 22

In this lab, you will install, configure, and use Update 

Manager.

1. Create a folder and add a virtual machine and template to it.

2. List all patches installed on both your virtual machine and 

template.

3. Create a patch baseline.
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3. Create a patch baseline.

4. Scan for updates.

5. Remediate the virtual machine and template.



Key Points

The Host Profiles feature allows you to export configuration 

settings from a golden reference host and save them as a 

host profile, used to quickly configure other hosts in the 

datacenter.

Update Manager patches and updates ESX/ESXi hosts, 

virtual machines, templates, and virtual appliances.
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Update Manager reduces security vulnerabilities by keeping 

systems up to date and by reducing the diversity of systems 

in an environment.


