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Importance

> VMware® ESX™/ESXi hosts provide the physical resources
used to run virtual machines. Failure to properly install and
configure ESX/ESXi hosts can negatively affect the
performance, operation, and administration of all virtual
machines located on these hosts.




Module Lessons

Lesson 1: Overview of ESX/ESXi
Lesson 2: Configuring ESX/ESXi
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Lesson Objectives

> Describe the features of ESX/ESXi
> ldentify the different versions of ESX
= Describe the architecture of ESX/ESXi




ESX/ESXi: Virtualization Platform

> ESX and ESXi are
bare-metal, efficient,
and reliable hypervisors
running directly on
server.

ESX and ESXi abstract
CPU, memory, storage,
and networking into
multiple virtual
machines.

enterprse
servers

enterpnse
etwork

enferpnse
storage




ESX/ESXi Features

= (Can use standard and distributed
virtual switches, NIC teaming, and
VLANS

Can use the VMware vStorage
VMES for storing virtual machines

Can be managed by VMware
vCenter™ Server

Can take advantage of various
VMware vSphere™ features, such
as VMware VMotion™

Can be accessed using the VMware
vSphere Client




ESX, ESXi Installable, and ESXi Embedded

ESX comes in two main versions:
> ESX

m Managed with a built-in service console or the vSphere
Command-Line Interface (vCLI)

m Available as an installable DVD boot image
> ESXi

m Managed with a BIOS-like direct console or vCLlI
m A high-security, 32MB footprint

m ESXi Installable — Available as an installable CD-ROM boot
image

m ESXi Embedded — ESX image preinstalled as firmware or
burned onto an external USB key by the hardware vendor




ESXi Architecture

VMkernel




ESX Architecture

VMkernel




ESX and ESXi allow virtual machine networking and shared
storage using VMFS. They can be managed by vCenter
Server and accessed by the vSphere Client.

ESX is available in two main versions: ESX and ESXi (which
includes ESXi Embedded and ESXi Installable).

ESX has a built-in, Linux-based service console that can be
used to configure, manage, and troubleshoot the ESX host.

ESXi has a compact, 32MB footprint for increased security
and reliability.

VMware vSphere 4: Install, Configure, Manage — Revision B
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Lesson Objectives

Understand how to access the ESXi direct console user
interface

Access an ESX/ESXi host using the vSphere Client
View or configure ESX/ESXi settings:

m Processor and memory configuration

m Licensing

m NTP client

m DNS and routing

Understand user account best practices

View ESX/ESXi system logs




Installing ESX/ESXi

ESX must first be installed on supported hardware.

ESXi Installable must first be installed on supported
hardware.

ESXi Embedded is preinstalled in the firmware of a supported
vendor’s hardware.

In all cases, ESX or ESXi must be configured.

This lesson assumes that ESX/ESXi
has already been installed.
(Installation is covered in a later module.)




Configuring ESXi

= The direct console user interface is similar to the BIOS of a
computer with a keyboard-only user interface.

UHuware ESXi 4.0.8 Releasebui ld-162983

HP ProLiant BL466c G1

2 % Intel(R) Xeon(R) CPU L5418 @ 2.33CHz
4 GB Menory

Dounload tools to manage this host fron:
http:/7172.17.12.57/ (DHCP)

QZ) Custonize SHSD {F12> Shut Doun/Restart

VMware vSphere 4: Install, Configure, Manage — Revision B
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Configuring ESXi: root Access

System Customization Configure Password

<:::::Effigure Password Set
Configure Lockdoun Mode
To prevent unauthorized access to
Configure Management Network this system, set the password for
Restart Management Netuwork the user.

Test Management Network

Disable Mamagenent Netuork The dijrect console allows an

Restore Standard Switch o
administrator to:
Configure Keyboard

Uiew Support Information | = Set a root password (complex passwords
View System Logs onIy)

> Enable or disable lockdown mode (to
prevent user access to host as root)

Restart Management Agents

Reset System Configuration
Remove Custom Extensions

{Up/Doun> Select

VMware vSphere 4: Install, Configure, Manage — Revision B
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Configuring ESXi: Management Network

Systen Customization Configure Management Network

Conf igure Passuord Hostnane :

Conf igure_Locks dnde sc-goosed?
onfigure Management Network IP Address:

Restart Management Network 172.17.12.57

Test Management Network

Dlsable Hanagenent Network Network identity acquired from DHCP
wdare Standard Switch server 192.168.2.30

Conf igure Keyboard To view or nodify this host’s

View Support Information managenent network settings in

UView System Logs detail, press <{Enter>.

he direct console allows you to modify network settings like the
host name, IP configuration (IP address, subnet mask, default
gateway), and DNS servers.

<{Up/Doun> Select {Enter)> Hore {Esc> Log Out

VMware vSphere 4: Install, Configure, Manage — Revision B
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Configuring ESXi: Other Settings

System Customization Conf igure Keyboard

Configure Passuword Default

Configure Lockdoun Mode
To select the layout type for the

Configure Management Network keyboard of this host, press

Restart Management Netuwork {Enter>.

Test Management Network

The direct console allows an
administrator:

Disable Management Netuwork
Restore Standa yitch

onf igure Keyboard
View Support Information
iew Systenm Logs

> To configure the keyboard layout
(default is English)

> To view support information

Restart Management Agents

Reset System Configuration > To view system logs

Remove Custom Extensions

<Up/Doun> Select {(Enter> Hore <Esc> Log Out

VMware vSphere 4: Install, Configure, Manage — Revision B
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Using the vSphere Client

> The vSphere Client is an interface used to connect remotely
to ESX/ESXi or vCenter Server from any Windows PC.

> Download software from the main page of ESX/ESXi.

3 Welcome to ¥YMware ESY 4 - Microsoft Internet Explorer
Fie  Edi  View Fayorites  Tools  Help

Qe - ) - [x] (] (| Psewen greone: @] (3- 12

address [] hetps:j/sc-gooses|

Point to ESX/ESXi host.‘ VMware ESX 4
Welcome

Getting Started

. If vou need to access this host remotely, use the following
Download VS.phere Cllent tO program to install vSphere Client software. After running the
supported Windows system.

installer, start the client and log in to this host,

I * Download wSphere Client




Logging In to ESX/ESXi

[% ¥Mware vSphere Client

At the vSphere Client ==
login screen, enter: —

< Host name or IP

address of ESX/ESXi VSphEI’E‘ (lient

host
To directly manage  single host, enter the IP address of host name.
User name root T{J'?Fﬂﬁrﬂgl_ifmdfﬂﬂ&éﬁﬂﬂskﬁﬁtﬁrﬂ‘:eaI“F‘E'TEidﬂrE.'E?ﬁT name of a
viZenker Server,

1P address | Name:  [sc-goosens l]

!_:.EEITf‘nah'kBr Iru:u:uI:

Password for user
root




vSphere Client: Configuration Tab

File Edit “iew Inwentory Administration Flug-ins Help
Q Home b@ Inwventory [:rﬁ Inventary

sc-gooselb.ymeduc.com ¥Mware ESX, 4.0.0, 140815 | Evaluation (56 days remaining)

Getting Starked ' Summary ' Mirbual Machines ' Resource Allocation ' Performance - JResdyliin =y 5 aroups - Events - Permissions

Hardware

v Health Status Sensar | Stakus | Reading
Processors HF ProLiant BL460C G1 &  Mormal

Mermary

Storage
Metworking
Skorage Adapters
Mebwork Adapters
Advanced Settings

Software

Licensed Features

Time Configuration

DS and Rooking

Wirtual Machine Startup/Shutdown
Wirtual Machine Swapfile Location
Security Profile

System Resource Allocation

Advanced Jettings




Viewing Processor and Memory Configuration

sC-goosel6.ymeduc.com ¥YMware ESX, 4.0.0, 140815 | Evaluation (56 days remaining)

izetting Started ' Summary | Virtual Machines | Resource Allocation | Performance eyl i sy

Hardware Memory

Health Stakus Physical

Processors 4094,3 MB
337.3MB

Wirtual Machines 3457.0 ME

Service Console 300,0 Me

Memoary

Shorage
Metworking
Skorage Adapters
Metwark, Adapters




ESX/ESXi Licensing

Before purchasing and activating licenses, you can
install ESX/ESXi in evaluation mode.

Evaluation mode
Is intended for demonstration and evaluation purposes

Allows software to be completely operational immediately
after installation

Does not require any licensing configuration

Provides full functionality of ESX/ESXi for 60 days from the
time you install it

Allows the software to notify you of the time remaining in the
evaluation period




License Assignment Procedure

sc-gooselb.ymeduc.com ¥Mware ESX, 4.0.0, 140815 | Evaluation {56 days remaining)

Getting Started ' Summary ' Yirtual Machines

Hardware

Health Status
Processars
Mermary

Storage
Metworking
Sharage Adaphers
Metwork Adapters
Advanced Settings

Resource Allocation ! Performance

Licensed Features

Caonfigur ation H oups - Events | Permissions

Software

v Licensed Features
Tirme Configuration
D3 and Rouking
Wirkual Machine Startup)Shutdown
Wirkual Machine Swapfile Location
Security Prafile
Syskemn Resource Allocation
Advanced Settings

ESX Server License Type

Product: vSphere Evaluation Made
Expires: 3/23/2009

Product Features:
NAS Usage
Up ko S-way wirkal SMP
SAN Usage
iSCSI Usage
Wiware Consalidated Backup
WMation
Whware Ha
WMware DRS
wiZenter agent for ESY Server
Whware FT
MPIO [ Third-Party Mulki-Pathing
Hok-Fluggable virtual Hw
Host profiles
Distributed Yirkual Switch
WMsafe
duFilker
Skorage YMakion

he license key is a multicharacter

tring provided by VMware.
|

1 Assign License: sc-gooselb.ymeduc.com

™ pzsign an existing license key to this host

Product | Available |
B Ewaluation Mode
{8 (Mo License Key)

 Add License Key x|

Mew license key: ||

% fzsign a new license key bo this host

Enter Key. . I |

Product:
Capacity:
Avyailable:
Ewpires:
Label:

Help | Cancel




Synchronizing Host Time Using NTP

Network Time Protocol is a client-server protocol used
to synchronize a computer’s clock to a time reference.

NTP is important:
2 For accurate performance graphs
> For accurate time stamps in log messages

> So that virtual machines have a source to synchronize with




ESX/ESXi as an NTP Client

> An ESX/ESXi host can
be configured as an
NTP client.

= As an NTP client, it can
synchronize time with
an NTP server on the
Internet.

ESX/ESXi host




Configuring ESX/ESXi as an NTP Client

sc-goosel6.ymeduc.com ¥Mware ESX, 4.0.0, 140815 | Evaluation {56 days remaining)

Getting Started | Summary ' Wirkual Machines - Resource allocation ' Performance - [ty gls0g=1a0 ]

Hardware Time Configuration

. Health Status General
T h e TI m e Processors

Date & Time 12:46 1)26/2009

Memary

Configuration link e e

Mebworking

allows you. Storage Adapters

Mebwork, Adapters General I

Advanced Setkings

—Date and Time
> TO Set th e d ate Set the date and time For the hast in the wSphere Client's local time,

Software

and tlme Licensed Features 11:32:15.0.Mﬁ

Time:
Time Configuration
DM3 and Routing Date: I Monday , January 26, 2009 j

> TO CO nfi g U re Yirbual Machine Startup/Shutdown

Yirtual Machine Swapfile Location Moke: The host will handle the date and time data such that the wSphere

O u r hOSt aS a n ) ) Client will receive the host's data in the wSphere Client's local time.
Securiky Profile
. System Resource Allocation
N T P Cl I e nt Advanced Settings ~ NTP Configuration

Oukbgoing Pork: 123

Protocols: udp

™ WTP Client Enablsd Options. .. |
QK I Cancel | Help




Network Settings: DNS and Routing

The DNS and Routing | PNs and Routing
link allows you to Host Identification
chan ge. Marie sc-goose?

Domain vrneduc, com

»» Host name and
d : B L ———
omain Method Skakic

> DNS server Preferred DNS Server 197 168.2.30
Alkernate DNS Server 192, 168,100,350

addresses and
search domains

Search Domains

vreduc, com

= Service console and
VMkernel gateways Service Console 17217124
Yrkernel




ESX Service Console Firewall

Security Profile

Firewall

The ESX service e 22 (rcp)

CIM Secure Server 5050 (TCR)
conso Ie has a CIM Server 5085 (TCR)

CIM 5LP 427 (IUDR, TCP)

fi rewa I I th ro u g h ZOuthihg Connections

YMware viCenter Agent a0z {LIDPY

\".'} h ic h yo ucan YMware Consolidated Backup 443,902 {TCP)

CIM SLP 427 (IUDR, TCP)

e n a b Ie O r d isa b I e I Firewall Properties
incoming or outgoing

e o AR

connections for a b i o s e, e

it P

range of services.

| Required Services
| Secure Shell

10O s5H client

Simple Network Management Protocol

0 sHMP Server 161

Ungrouped

[0 softwareiscSIClient

YMware vCenker Agent 1S

0 wTP Clignt Stopped




ESX/ESXi User Account Best Practices

> Strictly control root privileges to the ESX/ESXi host.
> Use the vSphere Client to manage the ESX/ESXi host.

= ldeally, use vCenter Server — and thus vCenter Server user
accounts — to manage hosts.




@ sC-gooselb - ySphere Client

View using the File Edit “iew Inwvenktory Administration Plug-ins Help
VSphere Client. E - ‘ﬂ Home [+ :,!3) Administration [ J Swstem Logs

Export SyStem Il Export System Logs
logs to an . —
archive fl le. Ewer log  [fvarlogfvrsarehoskd, log]
Server log [fvarlogivrmwarefhoskd, log
. Server log  [Mvarflogfmessages]
> Sendinto Server log  [Mvarflogfvrmkernel] 140515, option=
VMware Server log [fvarlogfvmksummary . bxt]  ware/{hastd-4.
S Server log  [[fvarlogivrmbamarning)
upport. viZenker agent log [fvar/log/vrmwarevpxvpxa.log] ery overhead st

[2009-01-26 03:59:56,552 FES0AGED verbose 'PropertyProvider'] RecordCp
[2009-01-26 04:00:00.5862 FE21AB90 info ‘ha-license-manager'] Update: S0

VMware vSphere 4: Install, Configure, Manage — Revision B
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In this lab, you will work to configure an ESX host.

1.

o k~ WD

6.

Log in to the ESX host using the vSphere Client.
View information about your host’s hardware.
View information about your virtual machine.
Configure the ESX host as an NTP client.

Add DNS server and default gateway information to an ESX
host.

Export the host’s system logs.

In this eLearning activity, you will view a self-paced
demonstration on how to install and configure an ESXi

host.
= Ask your instructor for access to the eLearning module.

VMware vSphere 4: Install, Configure, Manage — Revision B
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Lesson Summary

> ESXi Installable and ESXi Embedded have a direct console
user interface from which you can configure a few settings.

> Use the vSphere Client to configure most of an ESX/ESXi
host’s settings.

> Instead of accessing a host directly, whenever possible,
manage and configure your ESX/ESXi hosts using vCenter
Server.




Key Points

There are two main versions of ESX available: ESX and ESXi
(which includes ESXi Installable and ESXi Embedded).

ESXi hosts have a direct console user interface to configure
items like the host name, IP settings, and keyboard layout.

The vSphere Client is used to configure ESX/ESXi hosts.




